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1 Introduc2on 
 

Many aYacks and exploits are possible because security has not been recognized and built 

into the system from the outset. This applies in both hardware and so[ware contexts, and if 

such insecure components are then further incorporated into other products, then this can 

render the wider product vulnerable as well.  With this in mind, it is increasingly recognized 

that security features and capabili+es need to be built-in (by design) and they need to be the 

standard opera+ng mode (by default). At the same +me, and despite the poten+al 

advantages, organiza+ons can face difficul+es in terms of decision-making around the 

adop+on of secure hardware (Tomlinson et al. 2022). 

 

Security by design is a paradigm in which a system is designed with security in mind from the 

start, as opposed to taking an insecure system and plugging the holes, and is par+cularly 

relevant to the hardware context. However, one of the notable findings from prior stakeholder 

engagement (Benson et al., 2021) was that the awareness of hardware security was fuzzy in 

at least parts of the industry, which has implica+ons for the readiness to adopt DSbD. At 

present, unless decisions happen to fall to people who are DSbD-aware, the benefit has 

poten+al to be missed or misunderstood. Moreover, even conceptual understanding was not 

sufficient to persuade stakeholders of the case for investment. As such, many poten+al 

beneficiaries require more specific evidence of the applicability to their context.  

 

Although many execu+ves and decision-makers are becoming aware of the significance of 

cyber security, decisions are o[en not proac+ve enough. Incen+ves can drive managers to 

protect organiza+onal assets in the short-term at the expense of planning for the long-term 

(Srinidhi et al., 2015). A manager’s percep+on of risk is driven by their organiza+onal and 

informa+on system environment, as well as individual characteris+cs (Straub & Welke, 1998). 

Therefore, the intui+ve assessment of probability is o[en based on perceptual quan++es that 

can o[en be biased (Tversky & Kahneman, 1974). Therefore, this can lead to the dangerous 

illusion of strong security.  Although device-centric security is receiving relevant further 

aYen+on in new legisla+ve proposals (UK Parliament, 2022), it is falling short of requiring 

products to be based on DSbD principles. At the same +me, while stronger forms of regula+on 

would poten+ally force uptake, this could also generate resistance and impede innova+on, 

and s+ll does not assist adopters in understanding their own needs. What is preferable is for 

adop+on of DSbD-based solu+ons to become part of a wider culture and mindset, integra+ng 

it within the processes and prac+ces of a business.  

 

For DSbD to be adopted in an informed manner requires related awareness and exper+se 

from the organiza+on. As such, a business considering the adop+on of (and investment in) 

DSbD solu+ons faces two important ques+ons: is the investment needed and is it going to 

work? While the former depends upon the nature of the security requirement, the laYer will 

ul+mately be affected by the organiza+onal context and culture. 
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1.1 Project aims and deliverable focus  

The key contributions of the overall project were originally proposed to address:  

• Insights into the awareness, understanding and perception of DSbD amongst relevant 

potential adopters and beneficiaries. In particular, the work will seek to identify key 

factors and linkages that potentially make the difference between 

organisations/environments that are DSbD-ready and those that are not. In broad 

terms, this will provide insights around the level of ‘security awareness’ an 

organisation needs in order to embrace DSbD.  

 

• The design, implementation and initial evaluation of a prototype Self-Assessment Tool 

that enables organisations to assess their own DSbD readiness. The value here will be 

in offering them an insight into their own position, including the level of related 

alignment between different parties, and ultimately helping to address the questions 

of whether the related investment is needed and will work. It is envisaged that the 

tool will be a tangible output that is already useful in its own right, but which also 

provides a likely foundation for further work.  

 

Addressing these issues requires related consulta+on with organiza+onal stakeholders, in 

order to inform the design and implementa+on of an approach that enables them to assess 

DSbD awareness and readiness in their own environments.   

 

The work presented in this report addresses the first of these items and contributes toward 

the direc+on that has been adopted for the second. The first step in the work has focused 

upon data collec+on to establish organiza+ons’ current awareness of DSbD as a concept, and 

the related appe+te that may exist to adopt related technologies. 
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2 Background 
 

To quote the UK’s Na+onal Cyber Security Centre (NCSC), the concept of being Secure by 

Default is mo+vated as follows (NCSC, 2018): 

 

“To be truly effec.ve, security needs to be built-in from the ground up. Hardware 
needs to be designed to resist physical a?acks, and provide secure storage to other 
components. Opera.ng systems need to take advantage of hardware security 
features, and applica.ons need to use the right opera.ng system security features. 

 
Secure by Default is about taking a holis.c approach to solving security problems 
at root cause rather than trea.ng the symptoms; ac.ng at scale to reduce the 
overall harm to a par.cular system or type of component. Secure by Default covers 
the long-term technical effort to ensure that the right security primi.ves are built 
in to soEware and hardware. It also covers the equally demanding task of ensuring 
that those primi.ves are available and usable in such a way that the market can 
readily adopt them.” 

 

The concept is further supported by a series of eight related principles, listed as follows (NCSC, 

2018): 

 

• Security should be built into products from the beginning, it can’t be added in later; 

• Security should be added to treat the root cause of a problem, not its symptoms; 

• Security is never a goal in and of itself, it is a process – and it must con+nue throughout 

the life+me of the product; 

• Security should never compromise usability – products need to be secure enough, 

then maximize usability; 

• Security should not require extensive configura+on to work, and should just work 

reliably where implemented; 

• Security should constantly evolve to meet and defeat the latest threats – new security 

features should take longer to defeat than they take to build; 

• Security through obscurity should be avoided; 

• Security should not require specific technical understanding or non-obvious behaviour 

from the user. 

 

Levine (2021) offers the view that “trust starts in silicon,” highligh+ng the fundamental nature 

of hardware security as an underpinning basis upon which other security efforts will typically 

be based.  As he goes on to state, one cannot design a secure system on a compromised base, 

and flags that unlike with so[ware (where vulnerabili+es can be patched) there is no 

opportunity to retrofit a fix to compromised hardware. Affected devices would instead need 

to be replaced.   
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In the UK, the Digital Security by Design (DSbD) ini+a+ve is funded by the UK Industrial 

Strategy Challenge Fund, with £70m of government funding matched by £117m of industry 

co-investment. Its vision is to “radically update the founda+on of the insecure digital 

compu+ng infrastructure by crea+ng a new, more secure hardware and so[ware ecosystem” 

(DSbD, 2023). 

 

The founda+on of the approach is the Capability Hardware Enhanced RISC Instruc+ons 

(CHERI), an architecture designed by the University of Cambridge and SRI Interna+onal 

(Woodruff et al., 2014). CHERI extends the CPU instruc+on set to enable it to access memory 

using capabili.es instead of machine-word pointers, providing fine-grained hardware-

enforced access protec+on of objects in memory. A program using capabili+es is generally 

incapable of making out-of-bounds accesses, which means bugs can be caught and fixed 

instead of exploited.  When applied to exis+ng languages that lack memory safety (e.g. C and 

C++) it can address memory safety issues without the overhead of so[ware run+me checks, 

and can be applied to legacy C/C++ programs with minimal change.  A prac+cal realiza+on of 

the CHERI approach is offered by Arm’s Morello program (see 

www.arm.com/architecture/cpu/morello), a prototype system-on-chip (SoC) and a 

development board, which enables industry and academic partners in the DSbD ini+a+ve to 

test the new architecture in real-world use cases.  

 

Although it delivers a feasible technical founda+on, it is also recognized that the approach 

represents a significant departure for technology developers and manufacturers. As such, 

there is no guarantee that providing a viable DSbD solu+on is a sufficient basis to ensure that 

others will adopt it. With this in mind, a further ini+a+ve within the DSbD programme is the 

Digital Security by Design Social Science Hub+ (Discribe – see www.discribehub.org), which is 

applying social and economic science to a series of core ques+ons around the adop+on of 

new secure technologies: 

 

• the readiness of different sectors (and roles) to adopt new secure hardware; 

• the regulatory and policy environment and how that might influence the adop+on 

of DSbD technologies; 

• what social and cultural factors might influence the success of the 

wider DSbD ecosystem 

 

The current project contributes toward these aims by inves+ga+ng aspects of exis+ng 

organisa+onal awareness, with a view towards suppor+ng the design and development of the 

proposed tool to enable organisa+ons to assess their own readiness. 
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3 Inves2ga2ng organisa2onal awareness 
 

The ini+al phase of data collec+on was conducted via a survey-based approach, in order to 

provide some baseline insights that could then be used as a founda+on for further qualita+ve 

data collec+on at a later stage (with both phases then feeding into the requirements capture 

for the later tool development phase of the project). Survey respondents were advised that 

the ques+onnaire was seeking to explore organisa+ons’: 

 

• aqtude towards cyber security and experience of incidents               

• priori+za+on of cyber security during IT procurement and deployment  

• awareness of DSbD issues and principles. 

 

They were further advised that the findings would be used to support the development of a 

Self-Assessment Tool for organisa+ons, enabling them to profile their awareness of DSbD and 

poten+al opportuni+es for incorpora+ng it. The resul+ng survey included a total of 39 

ques+ons, spread across the thema+c areas listed in Table 1.  A copy of the full ques+onnaire 

(including the par+cipant briefing material) is presented in Appendix A. 

  

Survey theme Issues explored 

Background (4 questions) 

 

• Sector and size of the organization 

• Respondent’s role  

Attitude towards cyber 

security and experience of 

incidents (7 questions)  

• Cyber security knowledge and commitment of the 

respondent and their organization 

• Recognition of risks and experience of incidents 

Prioritization of cyber 

security during IT 

procurement and 

deployment (15 questions) 

 

• Importance of the NCSC’s Secure by Default 

principles 

• Use of Internet of Things (IoT) / smart devices and 

recognition/prioritization of security when procuring 

or producing products.  

• Approval process for technology adoption  

• Tracking the security status of deployed devices 

Awareness of DSbD issues 

and principles (10 

questions) 

• Awareness of DSbD-related initiatives 

• Willingness to invest in DSbD-based technologies  

• Incentives and barriers to DSbD adoption 

 

Table 1 :  Topic coverage within the awareness and readiness survey 

 

The survey also included two distrac+on / aYen+on-check ques+ons, firstly at around the 

midpoint (with Q21 asking respondents to choose the main problem with comple+ng online 

surveys from 5 light-hearted op+ons, one of being that they generally lack pictures of kiYens) 

and then toward the end of the survey (with Q37 asking them to select a favourite from a 
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picture of three kiYens). The final ques+on was then an op+onal open comments box, invi+ng 

respondents to offer any further thoughts or add context to any of their earlier responses. 

 

The survey was open from July to December 2022 and aYempts were made to promote it to 

UK-based organiza+ons via a variety of routes during this period, including: 

 

• emails to the Corporate Partners of the Chartered Ins+tute of Informa+on Security 

(CIISec) 

• Emailing to members of the DSbD and Sprite+ mailing lists 

• Distribu+on of flyers at face-to-face events (CIISec Live in September 2022 and DSbD 

All-Hands in October 2022, both with in excess of 150 aYendees) 

• Promo+on via the Federa+on of Small Business in the East Midlands region in 

November 2022  
• Inclusion in the DCMS Cyber Security NewsleYer in December 2022 

• A number of accompanying LinkedIn and TwiYer pos+ngs during the period. 

 

Despite this, the overall response level was lower than originally desired, with 76 usable 

responses in total and only 67% of these being classed as fully completed. Of the responses 

received, 64% came from large organiza+ons (500+ employees) and 14% from those of 

medium size (50-499).  Respondents came from a broad range of sectors, including Finance 

and insurance (8%), Publica+on administra+on (8%), and Health and social work (8%).  

However, the main areas represented were Informa+on and communica+on (18%), 

Professional, scien+fic and technical ac+vi+es (14%) and Educa+on (17%).  In terms of the staff 

backgrounds represented, 39% were in specifically cyber-security roles, and 12% were in 

wider IT roles.  The other significant area of representa+on was staff in senior management 

roles (28%).  Only 3% came from procurement (an area that was of poten+al interest in 

rela+on to purchasing of secure devices) and 18% were from other staff groups (which were 

largely the academic respondents). 
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Figure 1 :  Breakdown of survey respondents 

 

It is considered that the specialized nature of the survey was a likely limi+ng factor on the 

number of respondents that considered themselves interested and eligible, and the length of 

the exercise was also a likely a disincen+ve for some (i.e. although it was stated that the 

ac+vity would take around 15 minutes, it was also indicated that the total number of ques+ons 

was 39, including op+onal comments). Meanwhile, the dropout rate was ul+mately linked to 

the overall length of the survey and the depth of ques+oning.  The survey tool reported an 

es+mated +me to complete of 17 minutes (in prac+ce the average comple+on +me was 10 

minutes, likely allowing for those respondents that only completed a subset of the ques+ons).  

It is recognized that this may have had a resultant effect upon the final respondent group, 

insofar as it may have caused a skew toward those who were truly interested in the topic 

and/or commiYed to security rather than a more representa+ve sample of what organiza+ons 

in general are likely to think. 

 

Despite the rela+vely limited response, an examina+on of the results s+ll proved to be useful 

in confirming the relevance and direc+on of the wider project ac+vity. 
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4 Results and analysis 
 

The results and discussion below are based upon the 76 respondents for the overall survey, 

but dropping to a core of 58 from the IoT ques+ons onwards. It should be noted that there 

was no no+ceable paYern in type of respondents that the dropped out (e.g. it was not a case 

that cyber security prac++oners persisted while others stopped). 

 

4.1 Cyber security awareness and experience  
 

The overall results present a posi+ve view of the respondents’ claimed knowledge and 

aqtude towards cyber security, and how they believe it is reflected in their organiza+on. In 

terms of their own personal experience, there was a high level of confidence and claimed 

knowledge in rela+on to cyber security, with 72% claiming high or above average knowledge 

(and only 8% claiming to be below average). Meanwhile, looking at the posi+on of their 

organiza+on, there were some similarly posi+ve indica+ons: 

 

• 57% claiming the organiza+on’s knowledge of cyber security was above average or 

high, with only 13% below average. 

• 72% claimed their organiza+on is commiYed or highly commiYed to cyber security, 

with only 8% sugges+ng a lack of commitment. 

• In terms of the actual level of cyber security, 59% felt it was high or very high (with 

11% indica+ng below average).  Moreover, 49% felt their organiza+on was likely to be 

beYer than others in the same sector, while only 12% felt they were likely to be worse. 

 

Given these results, we can consider that although the response base was small it was 

generally coming from a set of respondents that were knowledgeable and commiYed in terms 

of cyber security.  This places them in an interes+ng posi+on in terms of offering their views 

about the desirability and feasibility of adop+ng DSbD-based approaches (i.e. they would be 

expected to be a fairly ‘best case’ response group, and so any issues or challenges raised from 

their perspec+ve would only be likely to be amplified amongst a less commiYed community). 

Nonetheless, 42% indicated that they had experienced a security incident that they perceived 

to be the result of vulnerability exploita+on.  As such, there was a fair base of respondents 

that would poten+ally have direct experience from which to relate to the underlying issue that 

DSbD seeks to address.  

 

4.2 Security in device adop>on and deployment 
 

The next stage of the ques+onnaire sought to more specifically explore the respondents’ 

perspec+ve on security in the context of adop+ng and using devices.  This began by asking 

respondents to consider and rate the importance of each of the aforemen+oned Secure by 

Default principles. Ra+ngs were provided on a 5-point scale (from very low to very high), and 

the main finding was that the majority of respondents rated all of the principles as being of 
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high or very high importance. Looking more specifically, there were par+cularly prominent 

levels of agreement for: 

 

• Security is never a goal in and of itself, it is a process – and it must con+nue throughout 

the life+me of the product (86%) 

• Security should constantly evolve to meet and defeat the latest threats – new security 

features should take longer to defeat than they take to build (85%) 

• Security should be added to treat the root cause of a problem, not its symptoms (83%) 

 

The principles scoring the least levels of importance (scoring neutral or below) were as follows 

(while of course remembering that the significant majority of responses were s+ll ra+ng them 

high importance): 

 

• Security should never compromise usability – products need to be secure enough, 

then maximize usability (38%) 

• Security through obscurity should be avoided (34%) 

• Security should not require specific technical understanding or non-obvious behavior 

from the user (34%) 

 

The principle that is arguably closest to matching the no+on of security by design (“Security 

should not require extensive configura+on to work, and should just work reliably where 

implemented”) was rated important by 75%. As such, these responses help to further 

reinforce the impression of a posi+ve predisposi+on towards security and likely buy-in to the 

DSbD concept. 

 

Moving beyond the considera+on of principles, aYen+on was then given to the extent to 

which organiza+ons had adopted IoT/smart devices and the extent to which they had 

considered security when doing so.  This category of device was specifically selected because 

it represents a newer form of technology than tradi+onal IT (e.g. desktops, laptops, 

smartphones and tablets) that organiza+ons would likely purchase rou+nely, as well as being 

a category in which security issues have been specifically called out as requiring aYen+on 

(DCMS, 2018).   As such, it was expected to be an area in which respondents might more 

specifically be able to comment on whether security was given specific aYen+on when 

determining whether it was appropriate to adopt and deploy the technologies.   

 

66% of organiza+ons indicated that they were using IoT/smart devices, with a notable further 

14% indica+ng that they did not know. However, where the devices were in use, only 50% 

were confident that they were using business-grade devices (while 37% indicated use of 

consumer-grade devices). This represented the first indica+on of a gap between the theory 

and prac+ce in the respondents’ handling of security, insofar as there is a clear group of them 

that have adopted technologies that are not directly designed for use in organiza+onal 

seqngs. This is not to say that the devices will not work and deliver the func+onality needed 

(indeed the fact that they have been adopted tends to illustrate that they are serving a 

purpose), but rather that this is poten+ally happening without certain issues of more 
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importance at the business level (e.g. security) having been given the aYen+on that may be 

needed.  Indeed, concern has been expressed about the level of consumer grade connected 

devices in use in enterprise contexts, and the resul+ng vulnerability that these may introduce 

(Ipsos, 2022). 

 

Given the self-declared security-awareness of the respondents and their organiza+ons, 

security appears to have received somewhat less aYen+on than one might expect during the 

adop+on of IoT/smart devices.  Here 71% claimed to have done so during the selec+on and 

purchase of the devices, 53% during deployment, and 61% during use. The fact that notably 

fewer claimed to consider it during deployment and use seems surprising and somewhat 

counterintui+ve if they have considered it important when selec+ng the devices in the first 

place. 

 

Looking beyond the specific IoT/smart device context, the survey also asked some more 

general ques+ons around the recogni+on and priori+za+on of security during wider 

technology procurement. Some key results here were as follows: 

 

• 67% look for security assurances from suppliers when purchasing new devices / 

hardware;  

• 65% would pay for a more secure product because of the risk of cyber breaches; 

• 71% use security features as a factor when comparing between products during 

procurement; 

• Security elements are rated with similar priority to other factors (e.g. brand reputa+on; 

features and func+ons, financial cost; warranty and support) when purchasing 

connected devices, with 76% ra+ng it high/very high. 

 

These broadly similar propor+ons all again serve to suggest that the respondent group was 

generally posi+vely disposed towards security, and used it as a key factor in their adop+on-

related decision-making.  It was also relevant to note that they tended to expect that other 

organiza+ons would be similar. Of the 62% of respondents who indicated that they created 

products of some form, 78% believed security features to be a marke+ng advantage when 

addressing poten+al adopters.  

 

In addi+on, there was, a slight drop in the level of aYen+on when looking at the post-

procurement stage.  Here 60% claimed to track the security status of their deployed devices, 

with remaining respondents fairly equally split between ‘no’ and ‘don’t know’ responses. 

Although the majority s+ll claim to track, the fact that some do not (and that this is happening 

amongst security-focused respondents) gives a further indica+on towards the desirability of 

deploying secure by design technologies (i.e. on the basis that these would be more secure 

from the outset and so not needing the level of aYen+on that current devices may demand in 

terms of security patching and updates). 
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4.3 DSbD-specific issues and awareness 
 

The final segment of the survey sought to explore the specific familiarity with DSbD as a 

concept, and the aqtude towards adop+ng future technologies based upon such a 

founda+on. The first ques+on sought to explore awareness of three notable ac+vi+es in the 

topic area, as listed in Table 2. To briefly explain the inclusion of each, the DSbD programme 

is the name of the overarching UK ini+a+ve, which in turn is supported by the UK Industrial 

Strategy Challenge Fund. Meanwhile, as men+oned earlier in the report, CHERI is the 

capability architecture for more secure opera+ons at the hardware level, and Morello is a 

prototype implementa+on of the approach. What is notable from the results is that, even 

amongst a more apparently security-aware and commiYed set of respondents, there is a 

rela+vely low level of awareness and familiarity compared to earlier findings While the DSbD 

ini+a+ve itself gains a reasonable level of at least name-recogni+on, the situa+on is clearly 

different when examining more specific familiarity and awareness of CHERI and Morello, with 

two thirds of respondents being unaware in both cases.  In fairness, this could reasonably be 

explained on the basis that both are fairly specific areas of ac+vity, and so may be less visible 

for those not involved in them. At the same +me, the overall picture that emerges from this 

is that even amongst a security-literate audience, the issue of DSbD is not as overtly prominent 

as it could be. 

 
Activity Familiar with it Heard about it Unaware of it 

The UK’s Digital Security by Design (DSbD) 
programme 17% 42% 41% 

The Capability Hardware Enhanced RISC 
Instructions (CHERI) architecture 9% 26% 65% 

The ARM Morello prototype/development 
board 11% 24% 65% 

 

Table 2 :  Respondents’ familiarity with different DSbD-related ac.vi.es 

 

The further ques+ons sought to explore aqtudes towards adop+ng DSbD-based technologies, 

with par+cular interest in the overall appe+te to do so, and the associated challenges and 

incen+ves. One key issue that would be expected to affect willingness to adopt is of course 

the pricing compared to standard technologies that already do the job. With this in mind, the 

respondents were specifically asked whether they believed their organiza+on would be willing 

to pay more for a product that is more secure by design.  The ques+on was further framed by 

sugges+ng that such a product could reduce poten+al vulnerabili+es by at least two thirds, 

based on the asser+on offered in much of the publicity around the DSbD ini+a+ve that the 

approach has “the poten+al to block up to two thirds of all memory related cyber aYacks” 

(DSbD, 2022). As depicted in Figure 2, just over half indicated that they would pay more, and 

only a minority explicitly indicated that they would not do so.  However, this le[ a third unsure, 

which is again poten+ally reflec+ve of the lack of awareness or considera+on of the issue. 
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Figure 2 :  Willingness to pay more for a secure by design product 

 

Seqng the issue of cost in a wider context, the respondents were found to perceive a variety 

of poten+al barriers to be overcome in adop+ng secure technology. They were offered 15 

choices, and asked to rate each of them on a Low, Medium, High scale:  

 

• Ambiguity, uncertainty 

• Change resistance 

• Competing with other priorities 

• Complexity 

• Financial cost  

• Disruption / Inconvenience 

• Lack of clarity about benefits 

• Lack of compatibility 

• Lack of incentive 

• Lack of necessity 

• Lack of skills 

• Seeing losses, not gains 

• Satisficing (i.e. aiming for a satisfactory or 

adequate result, rather than the optimal 

solution) 

• Avoiding decision regret over the 

investments 

• Only recognizing known risks  
 

 

Of these, almost all were ranked at as least a Medium concern by at least two thirds of 

respondents.  The only issue that was substan+ally away from this was ‘Avoiding decision 

regret over the investments’, where only 48% considered it a Medium or High barrier. 

Meanwhile, looking at the issues rated as High, ‘Compe+ng with other priori+es’ was ranked 

most prominently (67%).  Issues around ’Financial cost’ (54%), ‘Lack of clarity around benefits’ 

(56%) and ‘Lack of compa+bility’ (50%) were the other issues for which at least half of the 

respondents selected the High category.   

 

Set against the obstacles, and looking at poten+al incen+ves to adopt DSbD-based 

technologies, there was broad recogni+on of a range of stakeholders that would value it if the 

organiza+on were to implement DSbD-based technology (see Figure 3).  Customers were 
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marginally the most prominent, and the only party where more than half the respondents 

an+cipated that value would be perceived.  Indeed, while only 6% felt that no-one would value 

it, there is clearly a mixed picture in the extent to which likely value is perceived from others 

and no single group that emerges as clearly dominant. 

 

 
Figure 3 :  Par.es likely to value DSbD adop.on 

 

In terms of steps that would help organisa+ons to adopt secure-by-design hardware, two 

factors were prominent: ‘Pricing them compe++vely’ (63%) and ‘A clear requirement or 

direc+ve that pushes towards adop+on’ (61%), with the laYer notably aligning with the 

response around legal requirement to adopt. The third specific op+on that was offered, 

‘Access to exper+se/advice to help understand what to look for and choose’, was selected by 

32%.  Meanwhile, 9% felt that they did not need help as they were already adop+ng such 

hardware, and 6% felt no need for help as they did not perceive a need for such devices in 

their organisa+on (i.e. consistent with the earlier propor+on that felt no-one would value it 

being adopted). 

 

 
Figure 4 :  Factors that would aid DSbD adop+on 
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When asked more specifically about what would further encourage and incen+vise adop+on, 

regulatory requirement clearly emerged as the most prominent choice (see Figure 5).  A series 

of further factors were also considered likely to have a role, with almost all respondents clearly 

indica+ng that some form of incen+visa+on would be relevant.  

 
 

Figure 5 :  Factors that would incen.vise DSbD adop.on 

 

Finally, and again aligning with earlier responses around regula+on, there was strong support 

for the introduc+on of legal measures to promote secure approaches.  As shown in Figure 6, 

there is clear support for it to be legal requirement for both the providers to produce secure 

technology, and for the technology users to adopt it. 

 
 

Figure 6 :  Support for legal / regulatory requirements for DSbD adop.on 
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5 Discussion 
 

Although the response rate was ul+mately lower than the project would have liked, it had the 

advantage of coming from a focused and informed sample group. Moreover, the significant 

level of agreement and consistency in the opinions of the current respondent group is strongly 

sugges+ve that the results would s+ll have told a similar tale amongst a larger group of cyber-

aware respondents. On the nega+ve side, the survey ul+mately had insufficient reach and 

response rate to enable us to assess poten+al differences between the views of CISOs and 

other significant players in the organiza+on (e.g CFOs, CEOs etc). 

 

An op+onal free-text comments box was offered at the end of the ques+onnaire, but 

ul+mately garnered very liYle addi+onal feedback. There were six responses in total, with 

most commen+ng about security more broadly than DSbD and so offering no further insights 

on the target theme.  There was, however, one par+cularly notable response that is useful to 

consider in conjunc+on with the otherwise posi+ve indica+ons towards legal requirements 

for adop+on: 

 

“Per your ques.on about legisla.on, the single biggest challenge with that is that 
you cannot assume many businesses are profitable at a par.cular level and are 
coping well with the skills shortage.  So legisla.on, while appearing to be a strong 
s.ck might create major problems that would take .me to emerge” 

 

This suggests that care would need to be taken in pushing too hard to mandate the adop+on 

of DSbD-based technologies before the wider market is ready for it.   

 

One final point to note was that the survey also sought to set the awareness and interest in 

DSbD against a series of other cybersecurity-related themes that were considered topical at 

the +me (specifically, Cloud security, Data protec+on, Iden+ty management, IoT and 

connected devices, Securing a hybrid/remote workforce, and Zero Trust Architecture).  The 

respondents were asked about their awareness of each, and the poten+al interest for their 

organiza+on. In terms of recognizing the issues, the vast majority of respondents claimed to 

be aware of all of them. The most prominent care of unawareness was in rela+on to Zero Trust 

Architecture, with 17% not having heard of it, whereas in all other cases it was only 4-6%.  

However, it is also notable that even the rela+vely high level of unawareness around ZTA is 

dwarfed by the levels of unfamiliarly with any of the DSbD-related ac+vi+es reported earlier. 

This suggests that there is s+ll a significant task in making poten+al adopters aware of DSbD 

opportuni+es as the approaches mature. 

 

Security issues 
No 

Knowledge 
of this 

Aware of this Interested in 
this 

This is a 
priority N/A 

Cloud security 4% 17% 29% 50% 0% 
Data protection 4 6% 27% 63% 0% 
Identity management 4% 10% 40% 46% 0% 
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Internet of Things and 
connected devices 6% 31% 42% 15% 6% 

Securing a hybrid / 
remote workforce 4% 13% 33% 50% 0% 

Zero Trust Architecture 17% 25% 29% 27% 2% 
 
Table 3 :  Awareness and priori.za.on of other topical cybersecurity issues 

 
Meanwhile, the results in Table 3 as a whole (par+cularly the leaves of interest and priority 

expressed around certain issues) again broadly confirms is that the survey drew from security-

aware and commiYed respondents. As such, it again suggests that the views on DSbD-related 

maYers were being drawn from a ‘favourable’ audience that would be expected to be more 

informed and recep+ve to the it. In this context, it seems par+cularly relevant to be mindful 

of the concerns and barriers that they s+ll perceive.   
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6 Towards an organisa2onal Self-Assessment Tool 
 

The survey findings help to support the case for the proposed Self-Assessment Tool (SAT).  The 

inten+on of the tool and the related work as a whole is to address the following aspects: 

 

• Establishing a measure of organiza+onal ‘DSbD readiness’. This includes the ability 

to assess the prac+cal (e.g. is current staff capable of implemen+ng it), 

philosophical (e.g. business culture iner+a) and pragma+c (e.g. cost/benefit) 

barriers that may exist, so that an organiza+on can ensure that it is posi+oned to 

adopt DSbD at the technology level.  

• Providing a means for organiza+ons to recognize and assess where DSbD is relevant 

to them, and the extent to which it would be cost-effec+ve (e.g. in comparison to 

exis+ng approaches and set alongside poten+al breach costs).  

 

The concept of the proposed tool is outlined in Figure 7, which indicates the range of 

stakeholder inputs that are considered useful to acquire in order to get a sense of 

organisa+onal awareness and readiness to adopt DSbD technologies.  As shown, it is 

considered desirable to get a range of views from those in key management/leadership roles, 

including the chief execu+ve, and other players whose views may influence security 

investment and purchasing decisions, such as chief financial and procurement officers. 

Alongside this, the other views of clear relevance will come from those more directly 

connected to the technology and security aspects of the business, such as chief technology 

and informa+on security officers1.  

 
 

Figure 7 : The Self-Assessment Tool concept 

 
1 It is acknowledged these various c-suite roles and responsibiliSes may exist and be named differently within 
different organisaSons, and (depending upon the size of organisaSon concerned) various aspects may be 
consolidated within broader roles rather than each being represented by disSnct individuals.  At the same Sme, 
if there are not a sufficiently disSnct set of stakeholders to involve then the expected relevance and uSlity of the 
SAT would be reduced (i.e. the tool is not envisaged as being as well suited to smaller environments in which the 
responsibiliSes may sit with 1-2 people and/or with technology management outsourced externally). 
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Table 4 outlines the areas around which it is envisaged that the SAT would collect data from 

different stakeholders, and the role that these would play within readiness assessments.  In 

broad terms, the resul+ng assessment could be a func+on of the aggregated stakeholder 

A[tude and Awareness aspects set against the measure of organisa+onal Need. 
 
 

Data capture Rationale Usage 

Incidents and 
breaches 
 

Highlights the organisation’s need for security based 
upon evidence of exposure, plus suggests the extent to 
which it already on the agenda. Inform a ‘Need’ 

rating Technology and data 
usage 

The need for security based upon what the organisation 
is using the technology for, its dependence upon it, etc. 

Security priority and 
investment 

Attitudes toward security in the organisation as a whole. 

Inform an 
‘Attitude’ rating Security (in) 

technology adoption 
More specific focus upon considerations at the 
technology investment level (i.e. which is more likely to 
affect DSbD adoption decisions). 

DSbD-specific 
awareness 

More specifically focused on the CISO/CTO elements of 
the organisation to determine how well positioned they 
are to keep up to date with what is available to be 
adopted.  Can also be used to raise awareness of DSbD. 

Inform an 
‘Awareness’ 

rating 

 
Table 4 :  Areas of data capture for the Self-Assessment Tool 

 
The ini+al inten+on was to use the survey findings as a founda+on for a further round of data 

collec+on via workshop / focus group sessions to discuss the SAT concept and explore 

associated requirements. However, despite several aYempts to promote this, including 

coverage within a poster and an accompanying promo+onal flyer at the All-Hands mee+ng in 

April 2023 (see related materials in Appendix B) and an accompanying mailshot to the DSbD 

mailing list supported by the Discribe Hub, we were unable to secure sufficient expressions of 

interest from poten+al par+cipants. As such, it was agreed that this ac+vity would be put on 

hold with a view to revisi+ng it when a more comprehensive design for the SAT is available, 

and to promote via a more targeted group of contacts if necessary.  

  



 

Assessing Organisational DSbD Awareness and Readiness 

 

 
 

 
 

19 

7 Conclusions 
 
Secure by Design technologies have significant poten+al to improve standard level of security 

within deployed devices, and to reduce many of the vulnerabili+es that have previously led to 

successful cyber aYacks. At the same +me, however, it is recognized that adop+on of the 

resul+ng technology is not a simple case of ‘build it and they will come’, and this raises the 

ques+on of how to ensure the support of poten+al adopters.  The exploratory study presented 

in this report has sought to benchmark the level of awareness and poten+al buy-in around 

the topic. 

 

The results the study clearly indicate an acceptance of the principle (which we would arguably 

expect to be the case anyway, given then security-focused respondent group). At the same 

+me, however, there are a range of challenges that may need to be overcome in prac+ce. The 

technology needs to be posi+oned appropriately in the market in terms of price-point, it 

needs to integrate alongside other technologies, and adopters need to feel confident that they 

have the skills needed to make the transi+on. 

 

Moving forward, the findings are intended to inform the design and development of a web-

based Self-Assessment Tool, allowing organiza+ons to profile their current awareness of DSbD 

and the poten+al opportuni+es for incorpora+ng it within their environment. The tool will 

obtain weighted data points from different organiza+onal stakeholders (e.g. CISO, CFO, 

procurement, etc) in order to assess their respec+ve awareness, understanding and 

acceptance of related security needs and investment, while at the same +me also assessing 

the extent to which the organiza+on may benefit from DSbD based upon its ac+vi+es and prior 

experience of security incidence. It is an+cipated that this will lead to a scorecard-based 

approach, where the organiza+on is able to get a measure of its current posture and aqtude, 

and how this may posi+on them in terms of needs and readiness to adopt DSbD-based 

technology. 
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Appendix A – Survey  
 

The following pages present a full copy of the survey ques+onnaire, as presented to 

par+cipants on the SurveyMonkey website.   
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Appendix B – All-Hands Mee2ng Materials 
 
This sec+on presents materials used to promote the project ac+vi+es and findings to date at 

a series of DSbD All-Hands Mee+ngs. 

 

Specifically, the materials presented over the following pages are: 

 

• Project overview poster (April 2022) 

• Survey promo+onal flyer (October 2022) 

• Survey results poster (April 2023) 

• Workshop promo+onal flyer (April 2023) 
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Project overview poster (April 2022) 
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Survey promo>onal flyer (October 2022)  
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Survey results poster (April 2023) 
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Workshop promo>onal flyer (April 2023) 
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