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Abstract 

A significant proportion of attacks on current systems are facilitated by the 

exploitation of vulnerabilities inherent in the underlying design of the 

technology concerned or components within it. As such, there is now 

significant focus on the issue of enabling Security by Design; building in the 

protection from the outset and avoiding vulnerabilities at source. Related 

initiatives are now in progress to deliver hardware technologies that would form 

the foundation for future devices, but questions remain over the understanding 

and readiness of potential adopters to recognize and implement the resulting 

approaches. This paper reports upon a survey that was undertaken as part of 

a funded project to investigate organizational awareness and acceptance of 

the Digital Security by Design (DSbD) concept. Detailed responses were 

received from over 70 UK-based organizations, with the respondents 

themselves largely coming from a security background and in strong general 

support of the principle of maintaining cyber security. As such, the findings 

provide a relevant insight into whether an already pro-security group would be 

willing to go further in terms of their security commitment.  The findings reveal 

that while the generally positive perspective prevails, there is currently 

relatively limited awareness of DSbD itself, and a variety of challenges that 

may be faced in promoting the adoption in practice. At the same time, there is 

general support for more effort to be made to incentivize and to some extent 

require the use of DSbD-technology once it becomes more widely available.  

 

 
1 This paper was presented at the Annual Security Conference, May 9-10, 2023, Las Vegas, NV. 

www.security-conference.org] 
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Introduction 

Many attacks and exploits are possible because security has not been 

recognized and built into the system from the outset. This applies in both 

hardware and software contexts. If such insecure components are then further 

incorporated into other products this can render the wider product vulnerable 

as well.  With this in mind, it is increasingly recognized that security features 

and capabilities need to be built-in (by design) and they need to be the 

standard operating mode (by default).  At the same time, and despite the 

potential advantages, organizations can face difficulties in terms of decision-

making around the adoption of secure hardware (Tomlinson et al. 2022). 

Security by design is a paradigm in which a system is designed with security 

in mind from the start, as opposed to taking an insecure system and plugging 

the holes, and is particularly relevant to the hardware context. However, one 

of the notable findings from prior stakeholder engagement (Benson et al., 

2021) was that the awareness of hardware security was fuzzy in at least parts 

of the industry, which has implications for the readiness to adopt DSbD. At 

present, unless decisions happen to fall to people who are DSbD-aware, the 

benefit has potential to be missed or misunderstood. Moreover, even 

conceptual understanding was not sufficient to persuade stakeholders of the 

case for investment. As such, many potential beneficiaries require more 

specific evidence of the applicability to their context.  

Although many executives and decision-makers are becoming aware of the 

significance of cyber security, decisions are often not proactive enough. 

Incentives can drive managers to protect organizational assets in the short-

term at the expense of planning for the long-term (Srinidhi, et al., 2015). A 

manager’s perception of risk is driven by their organizational and information 

system environment, as well as individual characteristics (Straub and Welke, 

1998). Therefore, the intuitive assessment of probability is often based on 

perceptual quantities that can often be biased (Tversky and Kahneman, 1974). 

Therefore, this can lead to the dangerous illusion of strong security.  Although 

device-centric security is receiving relevant further attention in new legislative 

proposals (UK Parliament, 2022), it is falling short of requiring products to be 

based on DSbD principles. At the same time, while stronger forms of regulation 

would potentially force uptake, this could also generate resistance and impede 

innovation without assisting adopters in understanding their own needs. What 

is preferable is for adoption of DSbD-based solutions to become part of a wider 

culture and mindset, integrating it within the processes and practices of a 

business.  



 

 

 

 

 

 

6 

 

 

 

The adoption of DSbD in an informed manner requires related awareness and 

expertise by the organization. A business considering the adoption of (and 

investment in) DSbD solutions faces two important questions: is the 

investment needed, and is it going to work? The former depends on the nature 

of the security requirement, while the latter will ultimately be affected by the 

organizational context and culture. 

Background 

To quote the UK’s National Cyber Security Centre (NCSC), the concept of 

being Secure by Default is motivated as follows (NCSC, 2018): 

“To be truly effective, security needs to be built-in from the ground up. 

Hardware needs to be designed to resist physical attacks, and provide 

secure storage to other components. Operating systems need to take 

advantage of hardware security features, and applications need to use the 

right operating system security features. 

Secure by Default is about taking a holistic approach to solving security 

problems at root cause rather than treating the symptoms; acting at scale 

to reduce the overall harm to a particular system or type of component. 

Secure by Default covers the long-term technical effort to ensure that the 

right security primitives are built in to software and hardware. It also covers 

the equally demanding task of ensuring that those primitives are available 

and usable in such a way that the market can readily adopt them.” 

The concept is further supported by a series of eight related principles, listed 

as follows (NCSC, 2018): 

• Security should be built into products from the beginning, it can’t be added 

later; 

• Security should be added to treat the root cause of a problem, not its 

symptoms; 

• Security is never a goal in and of itself, it is a process – and it must 

continue throughout the lifetime of the product; 

• Security should never compromise usability – products need to be secure 

enough, then maximize usability; 

• Security should not require extensive configuration to work, and should 

just work reliably where implemented; 

• Security should constantly evolve to meet and defeat the latest threats – 

new security features should take longer to defeat than they take to build; 
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• Security through obscurity should be avoided; 

• Security should not require specific technical understanding or non-

obvious behavior from the user. 

Levine (2021) offers the view that “trust starts in silicon,” highlighting the 

fundamental nature of hardware security as an underpinning basis upon which 

other security efforts will typically be based.  As he goes on to state, one cannot 

design a secure system on a compromised base, and flags that unlike with 

software (where vulnerabilities can be patched) there is no opportunity to 

retrofit a fix to compromised hardware. Affected devices would instead need 

to be replaced. 

In the UK, the Digital Security by Design (DSbD) initiative is funded by the UK 

Industrial Strategy Challenge Fund, with £70m of government funding 

matched by £117m of industry co-investment. Its vision is to “radically update 

the foundation of the insecure digital computing infrastructure by creating a 

new, more secure hardware and software ecosystem” (DSbD, 2023). 

The approach’s method is Capability Hardware Enhanced RISC Instructions 

(CHERI), an architecture designed by the University of Cambridge and SRI 

International (Woodruff et al., 2014). CHERI extends the CPU instruction set 

to enable it to access memory using capabilities instead of machine-word 

pointers, providing fine-grained hardware-enforced access protection of 

objects in memory. A program using capabilities is generally incapable of 

making out-of-bounds accesses, which means bugs can be caught and fixed 

instead of exploited.  When applied to existing languages that lack memory 

safety (e.g., C and C++) it can address memory safety issues without the 

overhead of software runtime checks, and can be applied to legacy C/C++ 

programs with minimal change.  A practical realization of the CHERI approach 

is Arm’s Morello program (see www.arm.com/architecture/cpu/morello), a 

prototype system-on-chip (SoC) and a development board, which enables 

industry and academic partners in the DSbD initiative to test the new 

architecture in real-world use cases.  

Although it delivers a feasible technical foundation, it is also recognized that 

the approach represents a significant departure for technology developers and 

manufacturers.  As such, there is no guarantee that providing a viable DSbD 

solution is a sufficient basis to ensure that others will adopt it.  With this in 

mind, a further initiative within the DSbD programme is the Digital Security by 

Design Social Science Hub+ (Discribe – see www.discribehub.org), which is 

applying social and economic science to a series of core questions around the 

adoption of new secure technologies: 
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• The readiness of different sectors (and roles) to adopt new secure 

hardware; 

• The regulatory and policy environment and how that might influence the 

adoption of DSbD technologies; 

• What social and cultural factors might influence the success of the 

wider DSbD ecosystem. 

The work was conducted as part of a specific project linked to the first of these 

points, with the research addressing two elements that merit further attention:  

• Establishing a measure of organizational ‘DSbD readiness’. This includes 

the ability to assess the practical (e.g., current staff is capable of 

implementing it), philosophical (e.g., business culture inertia) and 

pragmatic (e.g., cost/benefit) barriers that may exist, so that an 

organization can ensure that it is positioned to adopt DSbD at the 

technology level; 

• A means for organizations to recognize and assess where DSbD is 

relevant to them, and the extent to which it would be cost-effective (e.g. 

in comparison to existing approaches and set alongside potential breach 

costs).  

Addressing these issues requires related consultation with organizational 

stakeholders, in order to inform the design and implementation of an approach 

that enables them to assess DSbD awareness and readiness in their own 

environments.  As such, the first step in the work has focused upon data 

collection to establish organizations’ current awareness of DSbD as a concept, 

and the related appetite that may exist to adopt related technologies. 

Investigating organizational awareness 

The initial phase of data collection was conducted via a survey-based 

approach, in order to provide some baseline insights that could be used as a 

foundation for further qualitative data collection at a later stage (with both 

phases then feeding into the requirements capture for the later tool 

development phase of the project).  Survey respondents were advised that the 

survey was seeking to explore organizations’: 

• attitude towards cyber security and experience of incidents;               

• prioritization of cyber security during IT procurement and deployment; 

• awareness of DSbD issues and principles. 
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They were further advised that the findings would be used to support the 

development of a Self-Assessment Tool for organizations, enabling them to 

profile their awareness of DSbD and potential opportunities for incorporating 

it. The survey included a total of 39 questions, spread across the thematic 

areas listed in Table 1. 

Survey theme Issues explored 

Background (4 questions) • Sector and size of the organization 

• Respondent’s role 

Attitude towards cyber 

security and experience 

of incidents (7 questions)  

• Cyber security knowledge and commitment of the 

respondent and their organization 

• Recognition of risks and experience of incidents 

Prioritization of cyber 

security during IT 

procurement and 

deployment (15 

questions) 

• Importance of the NCSC’s Secure by Default principles 

• Use of Internet of Things (IoT) / smart devices and 

recognition/prioritization of security when procuring or 

producing products.  

• Approval process for technology adoption  

• Tracking the security status of deployed devices 

Awareness of DSbD 

issues and principles (10 

questions) 

• Awareness of DSbD-related initiatives 

• Willingness to invest in DSbD-based technologies  

• Incentives and barriers to DSbD adoption 

Table 1: Topic coverage within the awareness and readiness survey 

The survey also included two distraction / attention-check questions, firstly at 

around the midpoint (with Q21 asking respondents to choose the main problem 

with completing online surveys from 5 light-hearted options, one of being that 

they generally lack pictures of kittens) and then toward the end of the survey 

(with Q37 asking them to select a favorite from a picture of three kittens). The 

final question was then an optional open comments box, inviting respondents 

to offer any further thoughts or add context to any of their earlier responses. 

The survey ran from July to December 2022 and attempts were made to 

promote it to UK-based organizations via a variety of routes during this period, 

including emails to the Corporate Partners of the Chartered Institute of 

Information Security, emails to members of the mailing list for the DSbD 

community, leaflet-based promotion at two face-to-face security events, social 

media postings on LinkedIn and Twitter, and inclusion in the Cyber Security 

Newsletter distributed by the UK government department responsible 

(www.gov.uk/government/publications/dcms-cyber-security-newsletter-

december-2022/dcms-cyber-security-newsletter-december-2022).  

Despite this, the overall response level was lower than originally desired, with 

76 usable responses in total and only 67% of these being classed as fully 

completed. Of the responses received, 64% came from large organizations 

(500+ employees) and 14% from medium size ones (50-499).  Respondents 
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came from a broad range of sectors, including Finance and insurance (8%), 

Publication Administration (8%), and Health and Social Work (8%).  The main 

areas represented were Information and communication (18%), Professional, 

Scientific and Technical Activities (14%) and Education (17%).  In terms of the 

staff backgrounds, 39% were in specifically cyber-security roles and 12% were 

in wider IT roles.  The other significant area of representation was senior 

management (28%).  Only 3% came from procurement (an area of potential 

interest regarding the purchasing of secure devices) and 18% were from other 

staff groups (which were largely the academic respondents). 

It is considered that the specialized nature of the survey was a likely limiting 

factor on the number of respondents that considered themselves interested 

and eligible, and the length of the exercise was also a likely a disincentive for 

some (i.e. although it was stated that the activity would take around 15 

minutes, it was also indicated that the total number of questions was 39, 

including optional comments). Meanwhile, the dropout rate was ultimately 

linked to the overall length of the survey and the depth of questioning.  The 

survey tool reported an estimated time to complete of 17 minutes (in practice 

the average completion time was 10 minutes, likely allowing for those 

respondents that only completed a subset of the questions).  It is recognized 

that this may have had a resultant effect upon the final respondent group, 

insofar as it may have caused a skew toward those who were truly interested 

in the topic and/or committed to security rather than a more representative 

sample of what organizations in general are likely to think. 

In spite of the relatively limited response, an examination of the results still 

proved to be useful in confirming the relevance and direction of the wider 

project activity. 

Results and analysis 

The results and discussion below are based upon 76 respondents for the 

overall survey, dropping to a core of 58 from the IoT questions onwards. It 

should be noted that there was no noticeable pattern in the type of respondents 

who dropped out (e.g., cyber security practitioners did not persist, while others 

gave up). 

Cyber security awareness and experience  

The overall results present a positive view of the respondents’ claimed 

knowledge and attitude towards cyber security, and how they believe it is 

reflected in their organization. In terms of their own personal experience, there 

was a high level of confidence and claimed knowledge in relation to cyber 
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security, with 72% claiming high or above average knowledge (and only 8% 

claiming to be below average). Meanwhile, looking at the position of their 

organization, there were some similarly positive indications: 

• 57% claiming the organization’s knowledge of cyber security was 

above average or high, with only 13% below average; 

• 72% claimed their organization is committed or highly committed to 

cyber security, with only 8% suggesting a lack of commitment; 

• In terms of the actual level of cyber security, 59% felt it was high or 

very high (with 11% indicating below average).  Moreover, 49% felt 

their organization was likely to be better than others in the same 

sector, while only 12% felt they were likely to be worse. 

Given these results, we can consider that although the response base was 

small it was generally coming from a set of respondents that were 

knowledgeable and committed in terms of cyber security.  This places them in 

an interesting position in terms of offering their views about the desirability and 

feasibility of adopting DSbD-based approaches (i.e. they would be expected 

to be a fairly ‘best case’ response group, and so any issues or challenges 

raised from their perspective would only be likely to be amplified amongst a 

less-committed community). 

Nonetheless, 42% indicated that they had experienced a security incident that 

they perceived to be the result of vulnerability exploitation.  As such, there was 

a fair base of respondents that would potentially have direct experience from 

which to relate to the underlying issue that DSbD seeks to address.  

Security in device adoption and deployment 

The next stage of the questionnaire sought to more specifically explore the 

respondents’ perspective on security in the context of adopting and using 

devices.  This began by asking respondents to consider and rate the 

importance of each of the aforementioned Secure by Default principles. 

Ratings were provided on a 5-point scale (from very low to very high), and the 

main finding was that the majority of respondents rated all of the principles as 

being of high or very high importance. Looking more specifically, there were 

particularly prominent levels of agreement for: 

• Security is never a goal in and of itself, it is a process – and it must continue 

throughout the lifetime of the product (86%); 
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• Security should constantly evolve to meet and defeat the latest threats – 

new security features should take longer to defeat than they take to build 

(85%); 

• Adding security to treat the root cause of a problem, not its symptoms 

(83%). 

The principles scoring the least levels of importance (scoring neutral or below) 

were as follows (while of course remembering that the significant majority of 

responses were still rating them high importance): 

• Security should never compromise usability – products need to be 

secure enough, then maximize usability (38%); 

• Security through obscurity should be avoided (34%); 

• Security should not require specific technical understanding or non-

obvious behavior from the user (34%). 

The principle that is arguably closest to matching the notion of security by 

design (“Security should not require extensive configuration to work, and 

should just work reliably where implemented”) was rated important by 75%. As 

such, these responses help to further reinforce the impression of a positive 

predisposition towards security and likely buy-in to the DSbD concept. 

Moving beyond the consideration of principles, attention was then given to the 

extent to which organizations had adopted IoT/smart devices and the extent 

to which they had considered security when doing so.  This category of device 

was specifically selected because it represents a newer form of technology 

than traditional IT (e.g. desktops, laptops, smartphones and tablets) that 

organizations would likely purchase routinely, as well as being a category in 

which security issues have been specifically called out as requiring attention 

(DCMS, 2018).   As such, it was expected to be an area in which respondents 

might more specifically be able to comment on whether security was given 

specific attention when determining whether it was appropriate to adopt and 

deploy the technologies.   

66% of organizations indicated that they were using IoT/smart devices, with a 

notable further 14% indicating that they did not know. However, where the 

devices were in use, only 50% were confident that they were using business-

grade devices (while 37% indicated use of consumer-grade devices). This 

represented the first indication of a gap between the theory and practice in the 

respondents’ handling of security, insofar as there is a clear group of them who 

have adopted technologies that are not directly designed for use in 

organizational settings. This is not to say that the devices will not work and 
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deliver the functionality needed (indeed the fact that they have been adopted 

tends to illustrate that they are serving a purpose), but rather that this is 

potentially happening without giving sufficient attention to certain issues of 

greater importance at the business level (e.g., security).  Indeed, concern has 

been expressed about the level of consumer grade connected devices in use 

in enterprise contexts, and the resulting vulnerability that these may introduce 

(Ipsos, 2022). 

Given the self-declared security-awareness of the respondents and their 

organizations, security appears to have received somewhat less attention than 

one might expect during the adoption of IoT/smart devices.  Here 71% claimed 

to have done so during the selection and purchase of the devices, 53% during 

deployment, and 61% during use. The fact that notably fewer claimed to 

consider it during deployment and use seems surprising and somewhat 

counterintuitive if they have considered it important when selecting the devices 

in the first place. 

Looking beyond the specific IoT/smart device context, the survey also asked 

some more general questions around the recognition and prioritization of 

security during wider technology procurement. Some key results here were as 

follows: 

• 67% look for security assurances from suppliers when purchasing new 

devices/hardware;  

• 65% would pay for a more secure product because of the risk of cyber 

breaches; 

• 71% use security features as a factor when comparing between products 

during procurement; 

• Security elements are rated with similar priority to other factors (e.g. brand 

reputation; features and functions, financial cost; warranty and support) 

when purchasing connected devices, with 76% rating it high/very high. 

These broadly similar proportions again all serve to suggest that the 

respondents were generally positively disposed towards security, and used 

it as a key factor in their adoption-related decision-making.  It should also 

be noted that they tended to expect that other organizations would be 

similar. Of the 62% of respondents who indicated that they created 

products of some form, 78% believed security features to be a marketing 

advantage when addressing potential adopters.  

In addition, there was a slight drop in the level of attention when looking at the 

post-procurement stage.  Here 60% claimed to track the security status of their 
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deployed devices, with remaining respondents fairly equally split between ‘no’ 

and ‘don’t know’ responses. Although the majority still claim to track, the fact 

that some do not (and that this is happening amongst security-focused 

respondents) gives a further indication towards the desirability of deploying 

secure by design technologies (i.e. on the basis that these would be more 

secure from the outset and so not needing the level of attention that current 

devices may demand in terms of security patching and updates). 

DSbD-specific issues and awareness 

The final segment of the survey sought to explore the specific familiarity with 

DSbD as a concept, and the attitude towards adopting future technologies 

based upon such a foundation. The first question sought to explore awareness 

of three notable activities in the topic area, as listed in Table 2. To briefly 

explain the inclusion of each, the DSbD program is the name of the 

overarching UK initiative, which in turn is supported by the UK Industrial 

Strategy Challenge Fund. Meanwhile, as mentioned earlier in the paper, 

CHERI is the capability architecture for more secure operations at the 

hardware level, and Morello is a prototype implementation of the approach. 

What is notable from the results is that, even amongst a more apparently 

security-aware and committed set of respondents, there is a relatively low level 

of awareness and familiarity compared to earlier findings While the DSbD 

initiative itself gains a reasonable level of at least name-recognition, the 

situation is clearly different when examining more specific familiarity and 

awareness of CHERI and Morello, with two thirds of respondents being 

unaware in both cases.  In fairness, this could reasonably be explained on the 

basis that both are fairly specific areas of activity, and so may be less visible 

for those not involved in them. At the same time, the overall picture that 

emerges from this is that even amongst a security-literate audience, the issue 

of DSbD is not as overtly prominent as it could be. 

Activity 
Familiar 

with it 

Heard 

about it 

Unaware 

of it 

The UK’s Digital Security by Design 

(DSbD) programme 
17% 42% 41% 

The Capability Hardware Enhanced 

RISC Instructions (CHERI) architecture 
9% 26% 65% 

The ARM Morello 

prototype/development board 
11% 24% 65% 

Table 2: Respondents’ familiarity with different DSbD-related activities 
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The further questions sought to explore attitudes towards adopting DSbD-

based technologies, with particular interest in the overall appetite to do so, and 

the associated challenges and incentives. One key issue that would be 

expected to affect willingness to adopt is of course the pricing compared to 

standard technologies that already do the job. With this in mind, the 

respondents were specifically asked whether they believed their organization 

would be willing to pay more for a product that is more secure by design.  The 

question was further framed by suggesting that such a product could reduce 

potential vulnerabilities by at least two thirds, based on the assertion offered 

in much of the publicity around the DSbD initiative that the approach has “the 

potential to block up to two thirds of all memory related cyber attacks” (DSbD, 

2022). On this basis 54% indicated that they would pay more, 35% did not 

know, and only 11% explicitly indicated that they would not do so.  

Setting the issue of cost in a wider context, the respondents were found to 

perceive a variety of potential barriers to be overcome in adopting secure 

technology. They were offered 15 choices, and asked to rate each of them on 

a Low, Medium, High scale:  

Ambiguity, uncertainty 

Change resistance 

Competing with other priorities 

Complexity 

Financial cost  

Disruption / Inconvenience 

Lack of clarity about benefits 

Lack of compatibility 

Lack of incentive 

Lack of necessity 

Lack of skills 

Seeing losses, not gains 

Avoiding decision regret over the 

investments 

Only recognizing known risks 

Satisficing (i.e., aiming for a 

satisfactory/adequate result, rather than the 

optimal solution) 

 

Of these, almost all were ranked as at least a Medium concern by at least two 

thirds of respondents.  The only issue that was substantially away from this 

was ‘Avoiding decision regret over the investments’, where only 48% 

considered it a Medium or High barrier. Meanwhile, looking at the issues rated 

as High, ‘Competing with other priorities’ was ranked most prominently (67%).  

Issues around ’Financial cost’ (54%), ‘Lack of clarity around benefits’ (56%) 

and ‘Lack of compatibility’ (50%) were the other issues for which at least half 

of the respondents selected the High category.   
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Set against the obstacles, and looking at potential incentives to adopt DSbD-

based technologies, there was broad recognition of a range of stakeholders 

that would value it if the organization were to implement DSbD-based 

technology, with customers being the most prominent, cited by 52% and the 

only group exceeding the 50% threshold (Government and Regulators comes 

close at 48%, but the third-ranked, Business Partners, is then at 35%).  Only 

6% felt that no-one would value it. 

In terms of steps that would help organizations to adopt secure-by-design 

hardware, two factors were prominent: ‘Pricing them competitively’ (63%) and 

‘A clear requirement or directive that pushes towards adoption’ (61%), with the 

latter notably aligning with the response around legal requirement to adopt. 

The third specific option that was offered, ‘Access to expertise/advice to help 

understand what to look for and choose’, was selected by 32%.  Meanwhile, 

9% felt that they did not need help as they were already adopting such 

hardware, and 6% felt no need for help as they did not perceive a need for 

such devices in their organization (i.e. consistent with the earlier proportion 

that felt no-one would value it being adopted). 

When asked more specifically about what would further incentivize adoption, 

regulatory requirement was again the most prominent choice (72%). This 

compares with 37% for subsidized hardware costs, 33% for a voluntary code 

of practice, and 22% suggesting allowing things to develop organically via 

market forces.  Notably only 2% felt there was no need for incentivization. 

There was strong support for the introduction of legal measures to promote 

secure approaches, with 78% supporting the need for a legal requirement for 

providers to produce secure technology and 67% for a requirement to adopt it 

as a technology user. 

Discussion 

Although the response rate was ultimately lower than the authors would have 

liked, it had the advantage of coming from a focused and informed sample 

group. Moreover, the significant level of agreement and consistency in the 

opinions of the current respondent group is strongly suggestive that the results 

would still have told a similar tale amongst a larger group of cyber-aware 

respondents. On the negative side, the survey ultimately had insufficient reach 

and response rate to enable us to assess potential differences between the 

views of CISOs and other significant players in the organization (e.g., CFOs, 

CEOs etc.). 
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An optional free-text comments box was offered at the end of the 

questionnaire, but ultimately garnered very little additional feedback. There 

were six responses in total, with most commenting about security more broadly 

than DSbD and so offering no further insights on the target theme.  There was, 

however, one particularly notable response that is useful to consider in 

conjunction with the otherwise positive indications towards legal requirements 

for adoption: 

“Per your question about legislation, the single biggest challenge with that 

is that you cannot assume many businesses are profitable at a particular 

level and are coping well with the skills shortage.   So legislation, while 

appearing to be a strong stick might create major problems that would take 

time to emerge”. 

This suggests that care needs to be taken in pushing too hard to mandate the 

adoption of DSbD-based technologies before the wider market is ready for it.   

One final point to note was that the survey also sought to set the awareness 

and interest in DSbD against a series of other cybersecurity-related themes 

that were considered topical at the time (specifically, Cloud security, Data 

protection, Identity management, IoT and connected devices, Securing a 

hybrid/remote workforce, and Zero Trust Architecture).  The respondents were 

asked about their awareness of each, and the potential interest for their 

organization. In terms of recognizing the issues, the vast majority of 

respondents claimed to be aware of all of them. The most prominent care of 

unawareness was in relation to Zero Trust Architecture, with 17% not having 

heard of it, whereas in all other cases it was only 4-6%.  However, it is also 

notable that even the relatively high level of unawareness around ZTA is 

dwarfed by the levels of unfamiliarly with any of the DSbD-related activities 

reported earlier. This suggests that there is still a significant task in making 

potential adopters aware of DSbD opportunities as the approaches mature. 

Security 
issues 

No 
Knowledge 

of this 

Aware 
of this 

Interested 
in this 

This is 
a 

priority 
N/A 

Cloud security 4% 17% 29% 50% 0% 

Data protection 4 6% 27% 63% 0% 

Identity 

management 
4% 10% 40% 46% 0% 

Internet of 

Things and 
6% 31% 42% 15% 6% 
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connected 

devices 

Securing a 

hybrid/remote 

workforce 

4% 13% 33% 50% 0% 

Zero Trust 

Architecture 
17% 25% 29% 27% 2% 

Table 3:  Awareness and prioritization of other topical cybersecurity 

issue 

The results in Table 3 as a whole (particularly the leaves of interest and priority 

expressed around certain issues) again broadly confirms is that the survey 

drew from security-aware and committed respondents. As such, it again 

suggests that the views on DSbD-related matters were being drawn from a 

‘favorable’ audience that would be expected to be more informed and receptive 

to the it. In this context, it seems particularly relevant to be mindful of the 

concerns and barriers that they still perceive.   

Conclusions 

Secure by Design technologies have significant potential to improve standard 

level of security within deployed devices, and to reduce many of the 

vulnerabilities that have previously led to successful cyber attacks.  At the 

same time, however, it is recognized that adoption of the resulting technology 

is not a simple case of ‘build it and they will come’, and this raises the question 

of how to ensure the support of potential adopters.  The exploratory study 

presented in this paper has sought to benchmark the level of awareness and 

potential buy-in around the topic. 

The study’s results clearly indicate an acceptance of the principle (which we 

would arguably expect to be the case anyway, given the security-focused 

respondent group). At the same time, however, there are a range of challenges 

that need to be overcome in practice. The technology needs to be positioned 

appropriately in the market in terms of price-point, it needs to integrate 

alongside other technologies, and adopters need to feel confident that they 

have the skills needed to make the transition. 

Moving forward, the findings are intended to inform the design and 

development of a web-based Self-Assessment Tool, allowing organizations to 

profile their current awareness of DSbD and the potential opportunities for 

incorporating it within their environment. The tool will obtain weighted data 

points from different organizational stakeholders (e.g., CISO, CFO, 
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procurement, etc.) in order to assess their respective awareness, 

understanding and acceptance of related security needs and investment, while 

at the same time also assessing the extent to which the organization may 

benefit from DSbD based upon its activities and prior experience of security 

incidence. It is anticipated that this will lead to a scorecard-based approach, 

where the organization is able to get a measure of its current posture and 

attitude, and how this may position them in terms of needs and readiness to 

adopt DSbD-based technology. 
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